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How to enable email encryption on Microsoft Outlook email client

PGP, also known as Pretty Good Privacy https://en.wikipedia.org/wiki/Pretty Good Privacy is a 27 years old
encryption algorithm.

The system is simple. A user have 2 keys (like 2 passwords): a public key that is used to encrypt things and a
private key that is used to decrypt things. So, if a user gives away his public key to anyone, then anyone can
encrypt things sent to that user. The user, keeping hidden his private key and using it, is the sole person able to
decrypt those things.

Such, PGP is used, amongst other things, for a system called end-to-end email encryption. The system goes
like this:
* Alice has a computer, on which she runs an email client (Outlook) and generates a pair of keys, public
and private.
* Bob has a computer, on which he runs an email client (Outlook) and generates a pari of keys, public
and private.
* Alice send to Bob her public key, Alice keeps her private key hidden, stored safely
* Bob send to Alice his public key, Bob keeps his private key hidden, stored safely
* Alice send to Bob an email message, encrypted with Bob’s public key that she has.
* Only Bob, on his own computer, where he installed the private key is able to read the message Alice
sent

Alice and Bob can use different email clients (Thunderbird, Outlook, Mac Malil, a.s.0.) with the requirement
that it supports PGP.
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1. Install PGP Support in Microsoft Outlook

1.1. Install

Access https://www.encryptomatic.com/openpgp/ and download OpenPGP for Microsoft Outlook
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H Apps G Google [) Home-MetalNatic [ (1) Facebook [EJ Messenger @ YouTube () BloggerMarketing «( Tutorials-Contabe P 22 BestAltematives (1) FreeTrainingMater 3¢ SnipelTFreeOpen (@) Zonga || Music we Weranster ] Inventarierea online »
@ encryptomatlc Email Viewing  Email Encryption Add-ins ~ Outlook Add-Ins ~ Services  Support ~ About

Improving the Email Experience
Call +1-651-815-4902
OpenPGP for Microsoft Outlook by Encryptomatic® -

Send OpenPGP Encrypted E-Mails From
Microsoft Outlook 2016/2013/2010.

Free for Personal, Non-Profit and Joumnalist Users.

Download .EXE Downiload .ZIP Buy a Business License

1.2. After you install the program, open Microsoft Outlook and select Key Management.

Send / Receive Folder View Add-ins Help Q
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New Delete Respond Quick Steps o Move Tags Find Speech | Send/Receive BN ic OpenPGP -
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This iz 2n 2l mzsszge sent
1.3. Then select Key Import -> New
& Key Management — O X

Key Import | KeyShare View
Import Key From File
Import Key From Clipboard
Import From Key Server
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1.4. Generate

A new window will appear. In this windows select the email account and enter a passphrase. After the

passphrase is entered click "Generate".

l ¢ Generating keys. This can take some time. Please stand by.
i

T8y TOUT T aveTTe T oTaers T1ere

€ Reply &2 Reply Al 3 Forward

Fri 060772018 1626

A

T ‘ Microser Outock <G -
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» EPGP I € Key Management = El X
Key Import  Key Share  View
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o Hey ID Generate New Key
I [Gmail]
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Chitante Email
Junk
Outhox Passphrase |.-...... I
Personale
Serviciu Heret Fominanic |W !
Trash [ Expirstiondate 05 Juy 2020 B~
Unwanted Master key Sub key
Search Folders Key alg/ strength | DSA 2048 ~ |EGE2048 ~|
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1.5. After the key is generated the Key Management window should look like the printscreen bellow.

& Key Management

Key Import  Key Share  View
: Filter

Key ID

Valid Unidl
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2. Start sending encrypted email

2.1. From Key Management select Key Share > Export to file

& Key Management

Export to Clipboard

Send to Email

Upload to Key Server

Refresh Selected Key from Key Server
Refresh All Keys from Key Server

Manage User IDs

Change Passphrase

2.2. The select "Export public key" and save it.

& Key Management = O *
Key Import  Key Share  View
Filter Export Keys

This is 2 key pair.

Key ID Valid From

Do you want to export both the Public and the secret Private Key to text files?

iamﬁimmnuiclﬁﬂlmﬂmhw Cancel
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2.3. After the public key is saved, send an email with the public key attached and send it to the desired
recipient

This is my public key - Message (HTML) ea )

Insert Options Format Text

Review Help Q Tell me what you want to do
el b ikri - - m == - | 2 £
& Coliori(Body) _~|11_~| A A" || 5| b Atachfie- | | @ \- &’;\@ By
o BB B I U = ~E - £ | U Attachltem~ ! : 5_" = 0".' B'
aste — ames ncrypt  Sign ptions  Buy
= N - A-E=E=le = [# Signature - & Management
Clipboard = Basic Text Pl Indude Te.. Enayptomatic OpenPGP -
a0
=1 | ——— |
| To.. ‘ | user @amail.com;
send —
1 1
[ ]
Subject | This is my public key
: blic key 2nd.dat
Attached D gl;{alc SR
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3. Send PGP encrypted email

After the recipient receives and saves your public key, you can send encrypted emails by selecting from
outllook "Encrypt" and "Sign”.

This a test email - Message (HTML) =

Options Format Text Review Help Q Tell me what you want to do

Calibri (Body) @l Attach File ~
B e e e e U Attachltem~ !
Paste Names
2 ¥ WA E== 0 - [# Signature - £
Clipboard = Basic Text ] Include Taw T dyptomatic OpenPGP e
ron~ |
=1 | m—m
e I
Send e
Celi
Subject | This a test email

This text is encrypted.

After you select the "Encrypt" and "Sign" the next message will appear.

Confirmation 4

Me==ao0e has besn Encrypied. Signed and sent
successiully.

The recipient will receive an encrypted email will be shown like in the image bellow. To decrypt the email,
open it and type the passphrase.
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2 Reply fﬂii’ﬁe;: Enter Passphrase

[

Fri 0g Passphrase is required to unlock the secret key (Key 1D: 83184AA007630B5; User ID:
o Decrypt this message.

1 Passphlasa| | I Ok I ta[m_el

—BEGIN PGP
Version: Encryptomatic OpenPGP Add-in for MS Outlook 2.5.2.0

hQI0A4Bk6I311LOekEAF+IIdMLEe62BzWiSHzj7skzH7ylbkidspxAa2 KILw/uNsM
CYSRPTGpdxUSdiHoxlkVizZK8ehHGXTk3oglisfINZy4PMaUgvifMfA3KSTEYETn
bZUymbakFiur)ZiYhu/gz50Y0AYTghkUKVikwmTzwHjUebOvhWO0l1goj/soQnKmYh
g7ricwasLon7y/KnZ5jlelzDeLbwbMLIWqu/Gh8a0350RnxQKWel1csjDFFMQy/
d5T4rkXgH1slij9ZbUDuigetdHwS0nXViz3ovaHBAkrSrMzDxLy6Z1sgHjvngdab
DfldkasSh/yh57s7PjTip6lZZ9XBzhFINIHVFzKKrwgAi25ciOTWUzGwIsIOLL3R
pocDv+haqDfbsYkvnNajsljs7iPtiLyFFI7Rb+RESbDLOPMgNAdWyYWS+K/+D/jag
RdTludslzdRwpQn20fZFNCz0AgDZhIBMQluzSmc8zHTMEIgRIUOX+3mBMS3K52zh
TCBrILEITclcOCTpLSWFSRoPDVIOSUeql71T82zuQKXbZnPPN7TSTIEIMO7 M,/ Vsy
EMvYNUvWuURpGaHDIkjtal9+HaOfKUyCjmNDSuFsYotFXIZg1 /Ik7Lr3YVw7PfrEX
kKXnjM3CmY2DvIHPcjmTIOIddjr3j7WCiisita¥Y Im 7w 7PN3vwWd Lz6K4uMiPIsVSob
fdLARAH/A7Kp/jH+K03AS0WO0Apb3+/ALBFp3NWSEa06f1g1+4h6F/20bUigpUdOz
7LIPQuysy7jtyOPzHpZZSjC58RAKju229kCrSthaFrWXhtWage6vavr2+//QWTfy
FeEZxRw+2F5TVHjwbZnQB7rdJUEz4IBSiwOWCcdLNIsF6OX0b+TgWnnSQfTchRaPq
hEwmcTnCZkCsoKAShjjzUbi1OPIS408VisIZloy/BK3fPqy1SNMIbrklQOQrbi3q
281 57H4HID0A001SAChBwzcjsMEUSB2 HTd3250lusPkDOB3jaVFIMITSVIcxIiE
iHrAvPseBXzvRUdID/uWz95yQN5Z79dh0L3FkB407Y Aozxlzc38NrfvAFAmMojZkHmM
SLUCGwgMIRIKwULeYIVubs4+0vzP1gex?ZI8qglltemDWrUciFzPOLfbkowS40sFb)
agmiLixCh3eZBYiBnX ==

=x5RN

—END PGP MESSAGE—
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After you type the passphrase, the encrypted text will be decrypted and shown like in the picture bellow.

This a test email - Message (Plain Text)

Help Q Tell me what you want to do

=% x £ Reply m (48 Move to: ? Y ‘-g - £33 Mark Unread fa Ex Q

3@ . Delete Archive [S ::ieply o E‘EI o g) Iﬂ Ma:ag?r ; Mowe -‘}.\ ) HI Chtrgones= Editing Speech Zoom
4 Forward bl - [P [* Fallow Up~ - -
Delete Respond Quick Steps ] Maove Tags = Zoom -
Fri 06/07/2018 1719
i L This a test email
- ~

This text is encrypted.

Encrypted & Signed with OpenPGP for Outlook by Encryptomatic LLC. Free for personal use.
Learn more at https://www.encryptomatic.com/openpep/
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